JOTOBOP
NQ/O.Z

HHec, /2‘1/‘%(" ....... 2015 r. B rp. Codus, Ha ocHoBaHue 4. 101e, an. | ot 3akoHa
3a OGLIECTBEHUTE TOPBUKU U yTBbPACH MpoTokon oT 31.08.2015 r. Ha Br3noxurens, 8
pe3yaTaT Ha MpOBeJeHa Mo pena Ha riasa 8a oT 30I1 ny0ayyHa MOKaHa ¢ npeameT
,,OcurypsiaHe Ha aHTHBUPYCHA 3alIHTa W 3aLUUTHA CTE€HA 3a HYX/MTE Ha [IPb no nBe
caMoCTOSTENHO o6ocoGenn nosuuuu: Obocobena nosuums Ne 1: ABGoHameHTHa
MOAAPbKKA Ha JHMLEH3W 3a aHTuBMpyceH codryep u Obocobena nosuums Ne 2:
O6HOBsBaHe W a0OHAMEHTHA MOAAPHKKA Ha 3aLIWTHA CTEHA™ C€ CKIOYU HACTOSLLUMAT
JloroBop 3a OOHOBsiBaHe ¥ a0OHAMEHTHA MOAAPBLKKA HA 3alUMTHA CTEHAa, MENAY

CTpaHHuTe, KaKToO cJielBa.

1. MIPOKYPATYPATA HA PENYBJIUKA BbJATIAPUS, rp. Codus, Oy
Butoma” Ne 2, ¢ UH no JJIC Ne BG 121817309, EMK mno bysncrat 121817309,
npeacrasispana ot r-u Feopru Boxues — qupextop Ha aupexkuus ,,MOT* npn AITI,
ynbiaHomouleH c¢be 3amosen Ne PJ1-04-392/27.07.2015 r., Ha ryaBHHS TIPOKYpOp,
Hapuuana no-goiy 3a kparkoct Bb3JIOKUTEJL n

2. . XA KOMITIOTBPC” EQOOJ, cbe cenanuile U aJpec Ha yrpasieHue: Ip.
Coodus, yn. ,Jluporcka” Ne 98, er. 1, ¢ MH no JUIC Ne BG 130647293, EMK no
Byncrar: 130647293, npexacraeasBaHo oT r-u Koucrantun BecejqnHoB-ynpasurer,
napuuano 3a kpatkocT U3IIBJIHUTEJL, ot npyra cTpaHa 3a CleAHOTO:

I. APEAMET HA IOTOBOPA

Y. 1. (1) BB3JOXUTEJIAT Bov3nara, a USIMTBJAHUTEJIAT ce 3anbixkasa
12 OCUTYpH:

1.O6HOBsBane (bIrpeiii Ha CHIIECTBYBalllaTa MM BIIPEH] Ype3 3aMsiHa) Ha
HanWuHara 3awuTHa cTeda “Cyberoam CR 1500ia” no cienHuTe napaMmeTpu:

i MyaTHQYHKIHOHAIHA 3allMTHA CTEHA. OCUIYpsBallia
| Bun AHTHBUPYCHA M aHTHCIAM 3aluTa, YeO-KOHTEeHT
duntwp, IPS, VPN, DoS, DDoS, Moayn 3a cripasku
[TbnHa pe3epBUPAHOCT Ha BCHYKM KOMITOHEHTH WIIN
1B€ YCTPOHCTBA B KOH(uUIypauust AKTUB/AKTUB

i

|
' PesepBupanoct

- Oukcupanu Meaau GbE
[OPTOBE
USB noprose >2

GbE Copper/GbE Fiber/10GbE Fiber

>8 (nyGnmpanu)

- Bp3MoknocT 3a goodassitie Ha
5 JAONBIHHUTCIIHH l'IOpTOBe




Firewall 11po3uBoauTenHOCT

[IPO3KUBOIMTEIHOCT

| - )
(TCP) > 30 000 Mbps (061110)
KoHKYpEHTHU cecun > 9 000 000 (00110)
IPSecVPN

> 6 000 Mbps (0bu10)

bpoit [PSec Tynenu

> 10 000 (001110)

SSLVPN npousBoantestHocT

> 1 000 Mbps (001110)

Anti-Virus Throughput

> 7 000 Mbps (001110)

IPS Throughput

> 11 000 Mbps (061110)

Fully Protected Throughput

> 6 000 Mbps (001110)

Otopu3auust Ha HOTpednTEH

Automatic Windows/RADIUS Single Sign On

3aiuTHa creHa

BB3MOXHOCT 3a Cb3/aBaHe Ha [paBuja Ha Oaszata Ha
JloKasieH noTpedutesn w/uau norpedburen Ha Microsoft
AD:

DoS u DDoS attack prevention.

Security policies - IPS,

Web Filtering,

Application Filtering,

Anti-virus,

o Anti-spam u QoS

Crnipasxn

VHTerpypaH MHCTPYMEHT 32 CHPaBKW C HajJuuHMe Ha
CNEJTHUTE CHPABKH!

e Internet & Web Usage

e Mail Usage

e Attacks,

e Spam.
e Virus
RAM > 8 GB (00110)
HDD > 500 GB (061110)
B ciayuali wa bhorpedj  4pe3  3aMsiHa,  HOBOTO
Nl YCTPOHCTBOTO Ja € INpEeABUJCHO 3a MOHTax B 197

UJKa(b ¥ JIa ca BKJKOYEHH HEOOXOIUMHTE KPCHEIKHHN
CIACMCHTH.

2. Texnuvecka noaapbxka 24

yaca, Mpe3 BCeKH JeH OT CeAMHUATa H
aGonamMeHT 3a AedMHHMUHH 32 MOAYJH Yeb-koHTeHT ¢uatTnp, IPS,
AHTHBHpYC H AHTHCIIAM Ha 3alMTHATa CTeHa, H300J3BaHa OT
Ilpoxkypatypata Ha Penybuunka bwarapus 3a nepuog ot 1 (egHa) roauHa,
cyurano ot 30.11.2015 r.

(2)MurpupaHeTo Ha HanM4yHaTa KOHGUTrypauns KbM 0OHOBEHOTO 060pYy/iBaHe e

saabiikeHue Ha USIMTBJIHUTEJIS.



(3) U3MBJHUTEJSAT ce 3apbmkaBa Ja W3BbPIIM TMOETUTE OT HETO
3a/bJKEHHS 10 10roBopa chriacHo TexHuuecko npeanioxkenue- Hpunokenne No 1l m
Llenogo npeanoxenue — [punoxenne Ne 2, KOUTO ca HEpa3/ieJiHa 4acT 0T JOroBOPa.

II. CFCOKOBE U MACTO HA U3NTBJIHEHUE

Ya. 2. (1) He no-xbcHo oT 2 /aBa paboTHH IOHM/ TIpeld W3THYaHe CpoKa Ha
JefcTBalys KbM MOMEHTa J0rOBOp 3a aboHAMEHTHA MOJJPBKKA Ha 3aLMTHA CTEHA
W3NBLJAHUTEASMT e anbkeH gaa ocurypd oOHossBame (bnrpedn  Ha
ChlUECTBYBAIATa WM bIOCpeiil upes 3amsiHa) Ha HajMyHaTa 3allMTHA CTEHA
“Cyberoam CR 1500ia” 1o rnoka3aTequTe, MOCOYCHH B HIL 1 or norosopa.
JleHcTBALLMAT KbM MOMEHTA A0roBOp € ¢be cpok 10 30.11.2015r.

(2) Texnuueckara NoAAPbKKa no ui. 1, T. 2 cieasa aa Obae OCUTypeHa 3a CpoK
OT e/1Ha rojuHa, cuurado ot 30.11.2015r.

(3) MsicTo Ha u3MbiHEHHe Ha nopbukata: Oyi1. Butota Ne 2, rp. Codus.

I1. HEHU U HAYUH HA IJIAIIAHE

Yn., 3. (1) BB3IJOKHUTEJIAT 3annama Ha U3INbBJIHUTEJA 3a
W3MBIHEHMETO Ha MpeiMeTa Ha Jorosopa cyma B pasmep Ha 30 390,00 seBa
(TpuaeceT XWJIsiAH TPHCTA H IeBETAECET) JieBa oes srrouen JC.

(2) 3annamaHeTo ce U3BBPLIBA B CPOK 10 20 IHM OT NOANMCBAHE HA MpUEMO-
npejaBaTeseH  MPOTOKOJ,  YAOCTOBEpsBaLll oOHOBsiBaHETO  (BOrpenn  Ha
ChLIECTBYBALIATA WM BOIPEH] upe3 3amsiHa) Ha HaNMyHaTa 3alllUTHA CTEHA, W Cnen
MIPEACTaBSIHETO Ha Pa3Xop0-OnpaBjaTesieH AOKYMEHT, M0 0aHKOB IMbT B ObJArapcKu
nesa no cmetka Ha U3MTBJIHUTEJIS:

3nuueHo cbrnacHo un. 72 ot AOMK

banka:
IBAN cveTKa Banmquo cbrnacHo 4. 72 ot JOMK J

3anuyeHo cbrnacHo un. 72 ot

baHKOB KOA: |ong

(3) Koraro H3MbJHUTEAAT e cxmo4un [OrOBOP/IOroBop  3a
nonuznbinenve, BB3JOXKUTEJAT uspppuia mnalllaHe KbM HEro, cjiel KaTo
Oboatr TpeAcTaBeHW JlOKa3are/icTBa, ue UBIMNBJIHUTEJAAT e 3amjaruin Ha
MOAMU3IBIHNATENS/TIONM3ITBIHUTENNTE 38 M3MbJIHEHUTE OT TAX paboTH, KOUTO ca
pHETH 110 pea Ha wi. 6, an. 3.

1V. MPABA U 3AABJKEHUSI HA CTPAHUTE

Yn.4. (1) BB3JTOKUTEJAT uma npaso Ja ynpaxHsBa KOHTPOJ MO BpeMe Ha
W3bJHEHMETO Ha JOr0BOPA;

(2) BB3JOXUTENAT wuma npaso na uzucksa or M3IMNbJHUTEJSA na
CKITIOUM U ia MY MpPeACTaBM JOrOBOPH 3a MOAU3NbIHEHNE C TOCOUEHUTE B oepTaTa My



NOAM3MbIHUTEINH.

(3) UBITBJHUTEJAT uma npaBo na noflyyd Bb3HArpPaKJA€HUETO MO 4il. 3 OT
HACTOSLLMS JOMOBOP 32 W3MbIHEHUETO Ha peMeTa Ha 10roBopa.

(4) UBNNBJHUTEJSAT e nnbxeH na u3pbplliBa TexXHUYeCKa MNoAIpbKKAa 24
yaca, Mpe3 BCEKM AeH OT ceAMulata M aboHaMeHT 3a AePUHMLMM 32 MOoAy/u Yed-
KOHTEHT (puatep, IPS, AutuBupyc U AHTHUCIIAM Ha 3alllMTHaTa CTeHa, U3IMOJ3BaHa OT
IlpokypatypaTta Ha Penybnuka bbirapus 3a nepuon ot 1 (enHa) roguHa, CUMTaHO OT
0.1 0T e

(5) UBINIBJHUTEJIAT e nnvbxkeH na OTCTpaHsBa Bb3HUKHANM NeEeKTH UM Ja
3aMeHH naedekTHpano oOopy/iBaHe C €KBHBAJEHTHO B paMmMkuTe Ha 24 dvaca OT
nojyvyaBaHe Ha yBeaoMjeHHe oT Bb3noxutens no daxc/u-mei.

(6) MUBINBJHUTEJSAT e nnbxeH aa u3BbpUIBA JEHHOCTUTE TNpeaMeT Ha
HACTOSLLUS JOMOBOP KaY€CTBEHO U B CPOK.

(7) UBNMBJHUTEJAT e c.oanpXkeH [na M3NBIHABA 3aAb/DKEHHUATAa CU 1O
JIOr0BOpa JIMYHO W/WIIM Ype3 [10COYeHUTe B odepTaTta My MOAU3NBIHUTENH.

(8) MBIIBJHUTEJAT e aabkeH Ja CKIIOYM  JOTOBOP/IOTOBOPH  3a
MOJAN3MBIHEHHE ¢ MOocoueHUTe B odepTata My MOAU3INBIHUTENNA B CPOK OT 3 JHHU OT
CK/IIOYBAaHE Ha HACTOSILUMS JOroBOp M Ja NPeAoCTaBH OpHUIHHANEH eK3eMIUIsip Ha
BL3JIOXKUTEJISA B 3-nHeBeH cpok.

Ya.5. (1) BB3JIOXKUTEJSAT nwmxu sw3Harpaxaerve Ha USIMMBJIHUTEJIS 8
pa3mep, CPOKOBE U MPU YCIOBUATA, TOCOYEHHU B UJl. 3 OT HACTOSILLHS JOTOBOP.

V. KAYHECTBO, IPUEMAHE U [IPEJJABAHE

Ya. 6. (1) USITBJHUTEJAT onpeaens clieAHOTO ANBKHOCTHO JIHLE, KOETO
Jla OTroBaps 3a MbJIHOTO W TOYHO M3MbJIHEHHE HA JIOTOBOPA U [ MOJINUCBA MPUEMHO-
npeJaBaTeHUTEe NPOTOKOIU:

- Cnac MBanos — Twproecku aupekrop, rp. Cobus 1303, yn. Iluporcka* Ne
98, e1.1, Tenedon: 0899 103 133, emaiin: spas.ivanov(@centio.bg.

(2) BB3JIOKUTEJAT onpenenss cieqHOTO ITBKHOCTHO JIMLE, KOETO Ja
OTroBaps 3a IMbJHOTO M TOYHO M3IIBbJIHEHHUE Ha JOrOBOpa M Ja [OJANMCBA MMPHUEMHO-
rpejaBaTeNIHUTE MPOTOKOIHU:

- Cumeon bwpuBapoB — cHcTeMeH aMUHUCTpATop B oTael ,,MHpopMauoHHo
obcnyxpane® , ten. 02/81-17-948, emaiin: fire@prb.bg.

(3) Koraro M3IIBJHUTEJIAT e crioudn [I0roBop/ZoroBopu  3a
MoAM3NbIHEHHE, paboTaTta Ha NOAM3NBIHUTENUTE ce npuemMa oT Bb3JIOXKUTEJIS B
npucbcTBreTo Ha U3ITBJIHUTEJIA u noau3nbaHuTeNs.

Ya. 7. (1) UBITBJIHUTEJIAT e nnexen aa ocurypu Ha Bb3JTOXKUTEJS
HeoOXxoaumara undopMaLus ¥ CbISHCTBUE 32 HOPMATHOTO U3II'bJHEHHE HA JOrOBOPA.

(2) UBITBJIHUTEJISAT e nnbxeH la ocurypH mnomoll no Teiedon/e-mail 3a
peUIeHHETO Ha BCAKAKBB BU/ NIPOOJIEMHU, CBBP3aHU C BUPYCH WITH C NIPOAYKTA;



VI. OTTOBOPHOCTMU MPU HEU3IIBJIHEHUE

Y. 8. (1) B ciyuaii Ha 3abaBa HewsMpaBHaTa CTpaHa AbJ/DKM Ha H3MpaBHATa
cTpaHa HeycTolika B pasMep Ha 0,5% OT LeHaTa Mo 10roBopa, 3a BCEKH MPOCPOHEH
JieH, Ho He mno-Beue ot 10%.

(2) B cayuail Ha npekpaTsBaHe Ha JOroBopa Ha OCHOBAaHHC Ul 10; an. 3
BBIJIOKUTEJIAT uma npaBo Ha HeycToiika B pasmep Ha 10 % oT ueHaTa Ha
J0roBopa.

VII. MPEKPATABAHE HA 1OIOBOPA

Ui, 9. JloroBopbT Ce MpeKpaTsBa ¢ U3THYAHETO Ha CPOKA Ha I0roBOpa.

Y. 10. (1) Beska eiHa OT CTPaHUTE MOXE /@ MPEKPaTH HACTOSILKS 10roBOp
cbe 7-AHEBHO MUCMEHO TNpPEeAU3BEeCTHE, M3MPATeHO 10 Apyrara CTpaHa, B Clydad ue
Npy M3MeHeHHe Ha OBIrapckOTO 3aKOHOAATENCTBOTO, AOrOBOPBT MPOTHBOPEUHM Ha
HOBOTO 3aKOHOJATENCTBO WM IO 3a001UKaJIs.

(2) JoroopsT ce npekpatsisa, B cnyuait ye USIMNbJHUTEJAT npexsbpiu na
TPETH JiMlia ITpaBaTa CU N0 HAaCTOSLMAT I0rOBOD.

(3) DBB3noXuTeNnsT MoOXe Ja TpeKpaTH J0roBopa  eIHOCTPaHHO, oe3
npeaussectue, B cayyaii ue USITBJIHUTEJIAT cucremHo /TpU MU TIOBeYe MbTH/ He
W3MBIHSBa/He H3IbIHABA B CPOK 32IB/DKEHHUSTA CH 1o 4. 4, ait. 4.

(4) Bb3noxuTenst Moxe ja NpeKpaTH A0rosopa 0e3 npeaudsBecThe, Korarto
WU3MbJHUTEASAT wusnonzsa MOAM3MBIHUTEN, 03 na € [OeKkjiapupan ToBa B
odeprara CH, WK U3[10/3Ba NOAU3IIBIHUTEN, KOATO € pas3iuyeH OT TO3U, MOCOYECH B
odepraTa My.

Vill. KOHOUJEHIUAJIHOCT

Yn, 11. MBOBJIHUTEJAT u BB3JOXUTEIAT Ttpetupar karto
koHduaeHMaNHa BCsIKa HHGOpPMaLKs, MOJTyYeHa Npyu U Mo MOBOA M3MBbIHEHUETO Ha
J0TOBOpA.

Ya. 12. IBNHBJIHUTEAAT nama npaBo 6e3 nNpeaBapUTEIHOTO MUCMEHO
cbrinacue Ha BDB3JOKUTEJIS na paskpuBa No KakbBTO M Ja € HA4YWH MU 10J
KaKkBaTo U 1a e (opma JA0roBopa UM 4acT OT Hero u BcsikakBa MHGoOpMauus, CBbp3aHa
C U3MBIHEHUETO MY.

IX. 3AKJIIOUUTEJIHU PASITIOPEABU

Ya. 13. Msmedenus W JOMBJIHEHUS N[O HACTOSLIMsS JOTOBOP Ce€ MpaBAT [0
B3aMMHO CbIJIACME W HA JIBETE CTPAaHU W IpH Cla3BaHe M3UCKBAaHMATA Ha 3aKOHa 3a
00O11eCTBEHUTE MOPBUKHU.

Ya. 14. 3a HeypeaeHuTe B I0rOBOpa BBIPOCH ce NpuiaraT pasnopendurte Ha
Obirapcko 3akoHojatescTBo. CropoBeTe OTHOCHO THIAKYBAaHETO M HM3N'BJIHEHHETO Ha



JOorosopa ce peuiaBar 10 NbTs Ha IPETOBOPUTE. lefl HEIMOCTUIraHe Ha CbrjlaCcue,
CNOPOBETE MEWKAY CTPAHUTE Ce pellaBaT OT CbOTBETHUSA KOMIIETCHTCH ChA.

Hacrosiuusr AOToBOp €€ CbCTABU B [iBa eﬂH006pa3HI/I CK3EMILIsApa — MO €AMH 3a
BCsIKa OT CTpAHUTE.

[Ipuiaoxxenus:

Texuuuecko npeioxeHue-Ipunoxenue Ne 1

[lenoBo npeanosxenue-IIpunoxerHue Ne 2. ~ DD BRNNEORD HI 2 OF

3314

3anuyeHo cbrnacHo un. 2
ot 33514

3A Bb3JIOXHUTEJL: 3A UBITHJHHUTE]

F'EOPI'M BOHYEB - mpm*rop KOHCTAHTI/IH BECEJIMHOB
HA JTUPEKUMS ,, MOT OPUATH ) .

IYnvanomowen cve ?ano()e() N Pﬂ—()4i
302/27 07 2015 2 POV

3annyeHo CbrnacHo
un. 2 ot 33114

UBETA MAHKOBA
HAYAJIHUK OTAEJ ,,CHETOBOJHA JEMHOCT
U METOAOJOI'nA” U rMABEH CHETOBOAUTEJ

3anuyeHo cbrnacHo un. 2 ot 33/14

3annyeHo cbrnacHo vn. 2 ot 33114




OCUNVPABAHE HA AIBUPYCHU AU U SUUDING CIICHU 20 YK Qe ta ITPH 10 e castocmoante s aGocooeis no witi
Odacodena noaist No 1 AGOHQUeHned RUOURBYCKU HI TUHEIIU 38 anmUEHPYee comnvep i
Opocobena no s Ne 2 QGHOSREGHE 1 GDOIAMRTIIIL NOCOPLICRA KA TN CINend

Npuaoxenne Ne 2.1

o

Ipokyparypara Ha Peny6nnka bbarapus.
6yn. ,Butowa” Ne 2,

Codus, 1000

NMPEAJTOXEHUE 3A U3IMbJHEHHUE HA MOPBYKA

rno npoueaypa 1o raasa ocem ,,a” ot 3011, 3a Bb3narane Ha obuiecTBeHa
nopbuka ¢ MpeaMet: ,,OcHrypsiBaHe Ha AHTHBHPYCHA 3aLIHTa H 3aILATHA
crena 3a Hyxkaute Ha [IPb mo ase camocTonTenHO 000CcO0eHU MO3HUHH:
Obocobena no3uuus Ne 1: ADoHamMeHTHa NOAAPBLKKA HA JIHUEH3H 34
autuupycen codryep u ObocoGena no3uuus Ne 2: OOuoBsiBaHe H
a60HAMEHTHA MOAAPBHKKA HA 3a1LMTHA CTEHA™.

Mo O6ocobena nozuuusi Ne 2

oT
Vuacrnuk: Xait Kommorspe EOO/Q
(RBAHO  HAUMEHOBAMIUE HA  YUACHIHUKA U APASHO-OP2anu3ayuoHHamd My
dopma);
Axpec: Anpec: rp. Codusi, yi1. [uporcka Ne98;
Ten.: +359 2 813 88 88, dakc: +359 2 813 88 80;
1H no JJIC: BG130647293, EMK no BYJICTAT 130647293,

[peactapnapano ot KoHcTanTuH[Eesree Beceannos, EIH e s e

Ka4yecTBOTO My Ha Yripasures, ajipec: rp. Copus, yiu. [Tuporcka Ne98

(cobemeeno,  bawyuno,  Gavuano  uve, ECH u  orvocuocm  Ha
NPEOCMasIABAWUs. YUACHUKA, dOPEC 3a KOPECHONOCHYUSL)

YBAKAEMU JAMHU U TOCITOJA,

C HacTOSILIOTO j1eK.1a pupame:

1. 3aro3naTu cMme ¢ ycioBusTa, nocodeuu B [ybanunara noxkana.

2. [Mpuemave u3Lsno, 6€3 pe3epBu Ui OrpaHHYEHUS BCHUKKU YCIOBHS
Ha HacToguaTa 001IeCTBEHA NMOPBYKA.

3. [Ipeanarame cleHOTO TEXHUUYECKOTO MpPelI0KEHHNE, ChOOPA3EHO ¢

W3UCcKBaHMATa HA Bb3noxureas:



Ocueypasarne 1a QimugupyeHa sauguma i 3auionna cmemd sa ixcounte wa LPH no dge casocntammeans abacodenie nosajin
Qdocodens nowya X2 1 AGoRaseunig RGOOPUICNA HA TUIENNL S AIEUPRECCH Cofimyep ti
Odocodtena nosiags Ae 2 QOROSHECIE 1 GOOHUIMEHNIHA NOGOPB KK K SAULINHG CIIEHT’

JABa  Opos mMytHOYHKUHOHATHA 3aUlMTHA CTCHA
Cyberoam 750iNG, ocurypspaiia auTHBHpYCHa H

SH aHTHCNaM 3aiuuTa, veh-konTeHT duarep. IPS, VPN,
1 DoS, DDoS. moay:1 3a cripapku

OcurypsiBa nbjHa CbBMECTHMOCT C W3HCKBAHHATA Ha

Pesepsupanoct BLINOKUTEAS 3a MbIHA Pe3EPBHPAHOCT ¢ JIBE

VCTPOHCTBA B KOHQUIVpaUKUs AKTUB/AKTUB

®urcupanyn Meann GbE
noprose

Besiko o1 npemtarainte yeTporcTsa pasionara ¢ 8
ME/IHH NOpTa, KOWTO MOTaT Aa ObaaT /yOnupaHu Hin

| A4 C¢ M3I10JI3BAT CAMOCTOATEIHO, B 3aBHCHMOCT OT
| HyXKauTe

USB noprose

- 2 32 BCAKO YCTPOHCTRO

Bb3moxHoCT 3a 100aBsAHE Ha
AOIIBJIHUTE/IHU NTOPTOBE

MmMa BB3MOKHOCT 3d HOGGBHHC Ha OMHCAHUTE NOPTOBE
1o 16 6p GbE Copper/GbE, 1 10 4 Fiber/10GbE Fiber
Ha YCTPOHCTBO

Firewall nipozusonurenyoct
(TCP)

[Mpemiaranyte yCTpoicTa B KOHGHIYpanus
Axrus/AkTuB pasznoaarar ¢ 40 000 Mbps (06110)

KoHKypeHTHH cecnu

lTpesaradnre ycTpoilicTBa B KOHDHTYpaUHs
AKRTHB/AKTHUB pasnosiarar ¢ 12 800 000 koHKYpeHTHH
cecuu (0010)

IPSecVPN
HNPO3UBOAMTEHOCT

Ilpe/utaranure yeTpoicTra B KOHQHTYpaliust
Axtus/Akus pastosarar ¢ 8400 Mbps (06110)

bpoii [PSec Tynenn

lpennaranure ycrpoiicTBa B KOH(HIypaus
AkTHR/AKTHB pasnosarart ¢ 14 500 (obmo)

SSLVPN HPOH3BOAKTENHOCT

Tpc/uraranuTe YCTpoHeTsa B KOHQHIYpans
AxTHB/AKTHB paznostarat ¢ 1 500 Mbps (00110)

Anti-Virus Throughput

[lpennaravuTe yCrpoicTBa B KOHGUIYpaLlis
AxTup/AxTHB paznosnarar ¢ 11 000 Mbps (06uio)

IPS Throughput

Ipeanaranure yeTpoiicTna B KOHGUTYpALH
AkTHB/AKTHB paznonarar ¢ 17 000 Mbps (06u10)

Fully Protected Throughput

Ilpeurarannre yerpohct Ba B KOHQUIYypauust
Axtus/AxTtuB pasnonarat ¢ 8 000 Mbps (061o0)

OTtopusanms Ha 1noTpedurenn

Automatic  Windows/RADIUS Single Sign On ce
NObPKA

JanTHa crena

[Ipeanaranure ycrpo¥cTBa HMMAT BBIMOXKHOCT 34
Ch3jaBaHe  na  lpaBuja  Ha Oazata Ha  TOKAJICH
noTpedHTen M/Han notpedures Ha Microsoft AD:
e DoS u DDoS attack prevention.
Security policies - [PS,
Web Filtering.
Application Filtering,
Anti-virus.
e Ant-spam u QoS

® © o @

Cnpasku

MuTerpupan MHCTpYMEHT 3a CHOpaBkH ¢
moseue o1 1000 BMaOBE CNpaBKU. MEKAY
BCHUKM, [IOCOUCHU OT BHITOKHTENS

e Internet & Web Usage

e Mail Usage

e Attacks.

HAJIMYHH
KOHTO




OCUVPHBALIE I QMTHEUPYCHA SAUINA 1 SAIince CRICd 3d i) weome wa HIPE no 0se Ccavocmaame e ooocadeii 1o
Odocodend nozust No - AGonavesniiet ROGOPL XK M REH3N ST GHINTIERPVCCH cofimyep u
CIGucodena nosus N2 2. OBHOBKBANE U ABOMUMEIINTQ HOOOPLICKG HI IANUNIHG Coetid’

= ¢ Spam.
e Virus |
RAM 8 GB (00mo)
DD 500 GB (00u10)

BcHuky nmocTaBeHy OT BBH3TOAHTENS M3UCKBAHMUS 1€
6paaT  cmaseHu  Oe3  JONBIHUTEIHW  YCIOBUS.
[peanarainre YCTpOACTBa NOKPUBAT HITH NPeBHLIABAT
3HAYHTETHO BCUUKH BB3MOXHOCTH HA pasfoaraeMata
Montax sammraa creHa Cyberoam CR - 1500ia. Hauwnuo
CHBMECTHUMH ¢ M3MCKBAHETO 3 MOHTaX B 197 nxad.
KoeTo lle Obae HampaBeHo B cpok. Hyxmure 3a
MOHTQXA KpernexkHH €IeMEHTH Cca  BKIOUYEHHW B
KOMIJIEKTA.

8x5 Oe3mjarHa NOAAPHKKA Ha ObITapcKH €3HK 3a
1LC/US TIEPHOJ] HA JIMLeH3a

[Toapbxka

/Texnuueckomo npedIoNCeue Hit PYUCHINURA CA08a 0a CoOppICH HOOPOGHO ONUCANNE HA HAYUHA 30
winpianenue Ha ROpvrYKMnQ, @ Ccpomeenmcmeue ¢ U3RCKeanusma  na Buwirroxcumensn, nocoueni &
Texunuueckama crniequgpuraius/

4. CbrnacHy cMe TexXHUYEecKaTa TMOLAPBhXKKa U abOHAMEHTHT 3a
neduunimy 3a monyin Yeb-konTent ¢untsp, IPS, AHTHBHpYC M AHTHCAM
3alMTHATA CTEeHA Aa M3BbPLIMM 3a Cpok OT | (enHa) kaneHzapHa roauna oes
orpaHMueHue Ha Oposi Ha notpebuTenure, ¢ HavanHa nara 30.11.2015 r.

5. I[Tpy M30BbAHEHHETO HA TIOPBUKATA HAMA J1a TON3BAME/ tHe-FHoA3IBaMe
ClleIHUTE (HEBAPHOTO C€ 3a4epTaBa) NoAH3MbIHHTENN!

IMToananbianuTen Bunose geliHOCTH. KOHUTO 1LIE % oT obl1aTa CTOHHOCT Ha
(uzbpoiime umentama u N3MBJIHABA 1OPbUKATA
aopecume Ha | (nocoqeme dea Ha yuacmiie
HOOUSHBIIUMCINE) HUt GCERY NOOUZNLIHUMC )

BbB BPb3Ka ¢ KOETO MpH/JIaraMe mHCMEHo ChijiacHe (nemxapauuﬂ) oT
CTpaHa Ha BCEeKH OT MNOCOYECHHTE NOAHINBAHUTEH 34 YHACTHETO HM.

6. ChriacHu cMe, 4e ako MpPHU M3MbJHEHHE Ha J0roBopa M3MoJi3Bame
NoaAM3NBIHATENH, Oe3 na cMe Jeknapupanu ToBa B HacToswwara cu Odepra uim
U3TI0JI3BaMe  TMOAMBITBAHUTENN, KOWTO €& pa’liMuHK  OT [10COYEHHTe B
[penxoHATa TOUKA, 10TOBOPHT HU 3a U3IIbJIHEHHUE [a Ce NPeKpaTH He3abaBHO Mo
Halla BUHA BEJIHO C MPOU3TUYALLIMTE OT TOBA 3aKOHHH [TOCIEIULM.

£ Hexknapupame, Ye W3MNbIHEHHUETO Ha nopbukaTa e Obie
M3BBPLIEHO B MBAHO CHOTBETCTBHE ¢ TexHudeckaTa cnelrpUKanms.




Ocucypsieare 1o CHIMUBLPYCHQ JUTUIIG 1 3A0EUIHE CRICUG 3 1y HCOUmIe wet [TPH 1o ore caMocmoameno oGocodeiin noie
Odocodena nozuqus Ne [ ASOHAMENIHG HOOPRIKQ 1A D[R SG AUHSUPYECH corfinvep
Obeeodena nosiust Mo 20 O01GBAGANS 1 QOOHUACHIIIG HOONIWIK N NA SAUIITNG ChieH

8. 3ano3HaTH cMe C MPoeKTa Ha Z0roBOp M pueMame ycioBusTa my. B
ciydaH, ye Oblem onpeneseHd 3a H3MBLIHMTE HA O0LECTBEHATA MOPbYKA e
CKJIFOYHM I0I'0BOP N0 NPUIIOKEHUS B JOKYMEHTHTe 00pasel u [ipuemame aa ce
cuMTame OOBbp3aHM OT 3adB/KEHUSTa M YCJOBHUsTA, MOETH C odeprata 10
M3THYAaHEe HA CPOKa Ha JOroBopa.

9. B cnydaift, 4ye ObaeM onpeacicHH 3a HM3NBIHHUTEN, HHUE WIe
NPEACTABUM BCHYKH JOKYMEHTH, HeOOX0AMMH 3a MOANKHCBAHe HA J0rOBOpA.
10. B cnyuaki, ue Obaem onpeaesleHH 3a H3MBJIHUTEN HA MOPbYKATa, [pHu

NOAMHUCBAHETO HA JOrOBOpa IUe NPENCTaBUM YAOCTOBEPEHHUS OT ChOTBCTHHTE
KOMIETEeHTHM opranu 3a obcrostenctnara no 4n.d7, ar 1, . | or 30I1, sanuanu
KbM JlaraTa Ha CKJIKYBaHe Ha JI0roBOpa, B OPHIHHAM WM HOTApHaIHO 3aBepeH:
KOMWS K AeKI1apatys 3a auncara Ha odcrositencraara 1o 41, 47, an. 5 or 30I1. 3a
MOAM3IIBIIHATENIUTE (B Clyyail 4ye M3M0J3BaMe TaKKMBa) cC IpWjaraT camo
U3UCKBaHugTa no wi. 47, an. 1 n 5 o1 30I1.

11. [lpeacTaBasBaHMAT OT MEH YYacTHMK Ce€ CuMTa OOBBP3aH OT
3a0BJDKEHUATA U yCJIoBUSTA, NoeTH ¢ odeprata 3a cpok or 60 (wecraecer)
KalCHIapHH OHW OT KpahHWs CPOK 3a MpeacTaBsHe Ha odepTHTe, CBIIIACHO
[TyGnuunaTa nokaua.

[paBHo 00BBP3BALL TOANKC U MEYAT:
Jlata T WﬁE&\\QTU@

= PROFESSIONAL IT SECURITY
Ume u (baMHﬂP(ﬂ Kodcranrtuyd BecennHor- SXAW KOMAKTERC LOCK

3anuyeHo cbrnacHo un. 2 ot 33/14

[Toanuc Ha yIbAHOMOLLEHOTO JIMLLE
HAnbxkuocT YrpaBuTe!
HaumeHoBaHMe Ha yuacTHHKa Xait Kommorspe EOO/]




OCUNPREAUE 110 QUIUEUPYCHA AU U 3QTUNITG CMERd 3d svicorme ta TPB ns 06e cartocmaameano ofacote i nosuiin
Odocobena nosuyus N1 AGonaseniing ROGOPBICRA 1t JUHEHIU 30 AHPIBUPYCEN cogoivep
Odocobera noamus N 2 QOROBREANE 1 AGORGMEHNNG NOOOPL IR 1A JUNHRIHU CRICHA

MpunoxenneNe 3.1

EHOBO MNMPEJIOKEHHUE

B mpoueaypa no raasa ocem ,a” oT 30Tl 3a Bb3narane Ha oblecTBeHa
nopbuka, ¢ mpeamer: ,,OcurypaBaHe HAa AaHTHBHPYCHA 3ALIHTA H 3AIHTHA
creHa 3a nyxaute Ha [IPb no aBe camMoCTOSITE/NHO 060coOeHH NMO3ZHLHH:
O6ocobena moznuus Ne 1: AGoHamMeHTHa MNOAAPHAKKA HA JIHLEH3H 33
anTusBupycen copryep u OGocobena nosuumua Ne 2: O6noBAABaHE H
aGoHAMEHTHA NOAAPHKKA HA 3ALMTHA CTeHa",

o O6ocobena nozuums Ne 2

HacTosAwoTo LeHOBO MpeioxeHue e mogaaeHo ot Xah KowmmrorTspe

EOOJ

(ﬂ’b.’IHO HAUMEHOBAHUE HA YUYACNIHUKA U NPAasHO-0pPeaHU3UUOHHAMA

."\’1.}/‘ ¢)Opﬂ’1a). Aanene et e 3anU4eHo CbrNAcHo un. 2
v noanucaHo oT KOHCTAHTHH [w 2073304 Becenunos, EICH [73%A B

KauecTROTO My Ha Yrpasutes, aapec: Ip. Copus, yi. [Tuporcka Ne9g

(cobcmeeno, 6awjuno, pamuano ume, EIH u orvocnocm na npedcmasassauyus
YUACmHUKG, aopec 3d KOpecnoHoenyusi)

YBAKAEMU JAMHA U TOCIIOJIA,

Cnea xaTo ce 3aro3HaxMe ¢ M3MCKBaHMATa M yCJOBHUSATA Ha OOLIECTBEHA
ropbyKa, oco4eHu ¢ mybauynaTa nokaHa rno rnasa ocem ,,a“ ot 30I1, ¢ npeamer:
»OcurypsiBaHe Ha aHTHBHPYCHA 3alUHUTA H 3aLMTHA CTEHA 33 HYXKIAMTE HA
IPB no aBe camocToATe1HO 0GocoGenu nosuunu: O6ocobeHa nozuumsa Ne 1:
AGOHAMeHTHA TNOAAPBLIKKA HAa JHUEeH3W 3a aHTHBHpYCeH codryep H
Obocobena nozunug Ne 2: OOHoBABaHe W a00HAMEHTHA NOAAPLIKKA HA
3aLLMTHA cTeHa",

CMe ChITIAaCHHM 712 U3MBJIHMUM ycCllyrata nNpeiMeT Ha Hacroswara obocobeHa
MO3UIINUS, B CbOTBETCTBHE C U3UCKBAHUATA HA Bp3noxurens n TexHuueckoTo HU
MpenoKeHe, KakTo cieaBa:



QCUnypHS@Ie 1A QUmUGURVCIA AUUNA I 3QUIIHE CNCIT v ivreoume na 1TPb no oge casioemoamenrn obocote nosipa
Qoncabena nosua No 1 AGORANEHIIHG NOGOPTLICKE MG VI A QUIGUPYCEN COGMIVep 1t
Obocodgena nosun; No 20 OCHOBABWIC W AfGHGACHINIA RODOPDMRT HA SAUEIAHA CNENQ

1: ﬂpenﬂarame Ha BHUMaHueTo Bu crneanoro LUEHOBO MMPCATOKEHUE!

O6wmarta npeanarana ueua 3a u3nbiaHeHue Ha O6ocobena mozuus Ne 2 e
B pasMep Ha: 30 390 neBa (c;10BOM: TpHAECET XUJISIANM TPHCTA U A€BETIECET NeBa)
Oe3 Bxmoued JJC wunu 36 468 nesa (CroBOM: TpHAECET M IIECT XWASIM
YETHPUCTOTHUH lIecTaeceT U ocem) ¢ Bkmouen J[JIC.

2 Hexnapupame, ve ako Hawata odepra Obre npueta M Obaem
u30paHM 3a M3MBLIHMTENM, NpelsioKeHaTa OT Hac oblla UeHa Lie OcTaHe
MOCTOSHHA M HsMa faa ObJe NPOMEHsAHA IO BpeMe Ha M3NbIHEHUETO Ha
HacTosmara 00ocobeHa Mmo3uLHMs.

3. Hexnapupame, ye npejtaraHata oT Hac o6l1Ua LeHa 3a U3ITbIHEHHE
Ha HacTosulaTa 0bocobeHa No3uLMs e KpaiiHa M cMe BKIHOUYMIIM BCUUYKH Pa3XO/IH,
CBBP3aHM C U3IMLIHEHHETO H.

4. Jlexnapn'pamew HE€ CME€ CbrylaCHW C HAYMHa Ha IJialllaHe 110COYEH B
MpOEeKTa Ha JOTOBOP 3a U3ITbJIHEHHE Ha HACTO41LAaTa oGocodeHa mo3uius.
S. nDQIUIO)K@HETﬁ OT Hac 061118 {€Ha 3a UM3NBbJIHEHHUE HA CBbOTBETHATA

obocodeHa Mo3uLmMs e 00BbP3BANA 33 LUETHS CPOK HA U3IILIHEHHE HA J10rOBOpA.

[IpapHo 00Bbp3BaLN NOANHC H TEYAT:
Jlata AR AP /r@ED\an@

7 PROFESSIONAL IT SECURITY
Hwme u (DBMHHMR Koucrauruu R«*rm:mu( CXAN KOMAOTLRC 2004

3anunuyeHo cbrnacHo yn. 2 ot 33714

[Toanuc Ha ybjHOMOUIEHOTO IMLE
Hobxuocr YIIpaBuTEN
HanmeHoBanue na ydacTHmka Xait Kommotspe EOQO/]




